fi = receive (RX)

- oy . = KU * Sysctl variables ® - wite (1X)
N N i . of KUNM B APPHCatON PrOgrami RTINS SRR LA
.g = o E (dZSS,;i%:‘f;gf;%’;ﬁ{;?gm © X VM para VIrtuaI Net (Vlr tl O) [eth1] ‘ t X - net.core.jamem max net.core.gmem max
% g T E RXI1I:)|§?:,hTSI?’ > 2 HV“GWIS“' net.core.jgmem default net.core.gmem default
el S o VL:r\(l: sum, i) e T
8 Q@ Socket . TCP UDP

= ™ buffer

i Scaling TCP window (ON/OFF) set in:

net.ipv4.tcp_window_scaling net.ipv4.tcp mem | net.ipv4.udp mem

| Congestion control algorithm in use are defined in:
net.ipv4.tcp congestion control

*
Al

»

net.ipv4.tcp rmem | net.ipv4.udp rmem min

Socket
.ipv4. t.ipv4.ud i
paese 2 net.ipv4.tep fin timeout net.ipvd.tcp_wmem | net.lpvd.udp wmem min

Network Stack e
RIBE L TORE 7 5 T o Net statistics on this level of network can be seen

s ' Rl Using connection in state: in il / /softi
/,/ . s . InTlles: /proc/so irgs,
UDP TCP e _net .ipv4.tcp tw reuse

S . : : /proc/net/softnet stat, /proc/net/dev

; ; ol 2 Limiting TCP connections in state of oppenning: = !

L ] AT RS . _ = . and /proc/net/netstat and /proc/net/snmp
’ . net.core.somaxconn

i Also with the next commands:
Congestion Control 2 ‘ TCP Syn queue memory otot - erat - , 5 |
Timers a //' -maximum number of connections in state of oppenning, for specific (each) port: _ne S a 1 _ne sta & an aiso
= net.ipv4.tcp max syn backlog with command :

TCP/UDP/IP
Checksum

aRFS

m.
x X

VM virtual Net Card (e1000) [ethO]

Device Driver
(le thOj|
(Depends on driver)
Ethernet
Checksum

»

< »
Y,

TCP queue & Limits

Bopjoeg
Jaynq
suondo 18N

Port range available for all network connections: net.ipv4.ip local port_range
Enabling of routing between network interfaces: net.ipv4.ip forward
....................... Usage of non local IP adress (for example for VRRP protocol): net .ipv4.ip nonlocal bind ,

(VM) Virtual Machine

0 . (/)]
SRR L Another functionalities on this layer of network (entirely or partially implemented in software):

Receive Packet Steering (RPS) - to check and change:
Transmit Packet Steering (XPS) - to check and change (flow number are XX):
/sys/class/net/eth0/queues/tx-XX/xps cpus

(L T[N YNNG i o e (el 2{0) e (o] =TiE Lol [[isMe thtool -K eth0 gro on

Generic segmentation offload (GSO) - for enabling: Zi=:3 LT} RS QK= - ToJe F-T- R} |

- | v | - JENCITle]

SIBWTL

-

”»

swelbo.d
?

uonesijddy

butTeOos MOpPUTIM

-
Network scheduler

(qdisc)

)Oe)S }IOM)SaN

QEMU EMULATOR

s3TwrT 3 enenb goI
Toxjuo) uotisabuo)d

Selected scheduler for all network interfaces is set in: |y Aele} T-Ye Y L-\b0 K A (o b¥-Te

(qdisc) For list of all schedulers (eg.codel,pfifo fast,fq,...) start command:

grep '~CONFIG NET SCH' /boot/config-$(uname -r)
For configuring only specific network interface; eg. eth0 for selecting g scheduler:

tc gdisc add dev ethO root fq

Linux inside LXC
container

. Memory buffer fo options which are saved with network packet (eg. net interface, IP header [TTL], ...):
IS [2rflr 2 TXQUOUS
eth0@if13 (ID-2)

VETH pair 2 !l
Network veth2@if12 (ID-2)

namespace —

namespace

Proces & PID

Cgroup namespace
UTS namespace
User namespace
Mount namespace

TXquelen memory/buffer Number of packet that can be stored to buffer before NAPI

TAP (0) ™ . ) Possible to change the size (xXx): pooling. If we have enabled LRO and GRO than this is related to
(Limits) :RAM/CPU/DISK/NET (©) LI LR ip link set eth(0 txqueuelen XX aggregated packets: net . core .dev weight
[eg. 2] 7
. — e = Number of packets that can be pooled at once, for all
, -, \‘ /, \‘ NARI network interfaces on the system:
\ qvosseeafse_7e 7 \ qu65eeaf6€_7e 7 TXqueue (Depends on driver support) . net.core.netdev budget
S - \\ _________ - / : 4» a = » .
—————— N TTT T -—- ~3 ,‘ L Time in ps allowed for pooling of packages:
N

net.core.netdev_budget usecs J

Linux bridge ) )
(eg. br0 or vmbr0) I’ For network statistics on this level (for eth0) , we can use commands like:

& & Y- 4 LIN T IN-Y 4 X for lowest layer of network:

You may watch statistics directly from files: /proc/net/dev or

TXqueue < “I
VETH pair 1
qvbxxx(ID-1)

VETH pair 1
qvoxxx(ID-1) VETH Tunnel

== § OoVvS B"dge /proc/net/netstat or /proc/net/snmp
A = \:& 1 (OVSBridge)
E 0 @ s e Em s s
1
| OpenvSwitch (OVS) S~ | ... : oo
—] br-int r=) )
c P o |
o qvoxxx (ID1) | D Sy e g A g g ﬁ Hardware accelerated (if any) functions of the network cards:
u — P - =S . . . ; n .
d . . P ’ _ \ Q Receive Side Scaling (RSS) - for increasing RX & TX flows {0 XX & YY: i {d I3RS AN X JE>3p o g S 304
© ] Ty br-int (Internal Bridge) q-————————— -7 4= "\ PatCh tun_ ! = 2 ETG AT (R S CUNER H RS Y T N E L ) ER (=T Elo][liffle thtool -K eth0 ntuple on
- === ~ _ Unternal patch inferface) _ </ S Large receive offload (LRO) - for enabling: Naaer s SR R I
. =TT - ST T T BN < TCP segmentation offload (TSO) - for enabling: 3Tl M Y= N PR LT IK3 !
O patch-tun = _-d patch-int ) | Checksum offload - for enabling for receive (RX) and send (TX):
E (port) L ‘. _ (internal patch interface) _ 7 B Scatter-gather - for enabling :
) - LT T T mmmmom—m——s -< = Hardware support for VLAN (802.1Q) za TX i RX :
E _-- br-tun \2__ Net card setting, like speed and duplex; for example: 1000Mbps (1Gbps), full duplex:
E ~ lalso visible directly from Linux) N ethtool -s eth0 speed 1000 duplex full
= patch-int T T T T =~ ~ Optimization of interrupts (IRQ) through the CPU affinity (for IRQ Nr. XY) are setting in:
(port) ______ _V‘ Vlan_XY(:Lf used instead ofvxlan) U /prOC/irq/XY/smp affinity
x __________ S o (internal VLAN interface) _ & b
___________ ‘—;__—_—_—_—_—_—_—_—_—_—_—_—_—_—5‘ \ b L = = = — = = = = e — = = = =
% ———————————— ’ 1 0 8 864 \\ o ’ l>Physical NET interface(s) (eg. ) are with interface connected with: Linux ||
d /- - -"-----—"-—--—-——-------- ---/ VXlan-cvaoccC g \Y/ -\, * : bridge interface (eg. !33¥) or OVS bridge interface ! .
w VLAN Tag Xy (port) VxLAN 1 (port) VxLAN XY (pOI"t) \\ (internal vxlan interface) _7/ e ] With [9%3) tunnels (OVS) are interconnecting servers between themselves, by standard B
: : —----------Z-Z-C - < g M implementation of OpenStack. With m servers are connected to isolated LAN.
T~ - 4 - All physical and logical network interface can be connected to Linux
O VM (NOVA) XY NET (Neutron) server XY 0 Vxlan XY < g Ethernet g GPLIi
Q_ & el :xia: AMESEIEACS) Checksum exists and can be changed on any network interface(s) on Linux !. ! urL license
O _ e _ _ _ Hrvoje Horvat
VI.A" or “I.A" . l\ tapl Net interface name 1 tapXy | Net interface name in . “108

» under Linux » OpenStack under Linux
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